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based authentication

Vulnerabilities in multi-factor This lab is vulnerable to username enumeration and password brute-force
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based authentication

Vulnerabilities In mult-factor This lab is subtly vulnerable to username enumeration and password brute-force
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attacks. It has an account with a predictable username and password, which can

Vulnerabilities in other be found in the following wordlists
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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5 LaB Solved

based authentication

Vulnerabilities in mult:facton This lab is vulnerable to username enumeration using its response times. To

authentication

solve the lab, enumerate a valid username, brute-force this user's password,
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based authentication This lab's two-factor authentication can be bypassed. You have already obtained
Vulnerabilities in multi-factor a valid username and password, but do not have access to the user's 2FA
authentication verification code. To solve the lab, access Carlos's account page.
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Congratulations, you solved the lab!
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges.

Register Now
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What is authentication? Lab: 2FA broken logic
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Impact of vulnerable authentication 2\ LAB Solved

Vulnerabilities in password- v
based authentication This lab's two-factor authentication is vulnerable due to its flawed logic. To solve
Vulnerabilities in multi-factor the lab, access Carlos's account page.

authentication
+ Your credentials: wiener:peter
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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based authentication This lab's password reset functionality is vulnerable. To solve the lab, reset
Vulnerabilities in multi-factor Carlos's password then log in and access his "My account" page.
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Your credentials: wiener:peter
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PS: Could have solved all the remaining labs also, but could manage this much only..will give my best
to submit the remaining ones also in the next checkpoint for sure. | really gave my best to solve these
much also, it was tough to manage with college work , but | am happy to do this much also. Thanks
to Cyber Secured India for such an amazing internship.



